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SUMMARY & CONCLUSIONS
Engineers often need to estimate component reliabilities
from system failure data that are obtained either from in-house
tests or field operations. The components that caused the
system failures usually can be identified by checking the failed
systems; however, in some cases, the exact cause of failure is
very difficult or impossible to identify. For the latter case, the
information on the system failures is not complete, and such
data are usually called masked failure data. In this paper, we
propose a method for estimating component reliabilities from
masked system failure data. Solutions for systems with serial
and parallel configurations are provided. The failure
distribution of each component is obtained from the proposed
method, and is then used to calculate the probability that a
system failure is caused by the given component when the
exact time or an interval time of the system failure is known.
This probability is very useful since it can be used to decide
which component should be analyzed first when a system
failure occurs, depending on the failure time.
1

INTRODUCTION

Estimating the system reliability from component test
data has been discussed by many researchers and engineers. If
the system reliability diagram and the component test data are
available, then the system reliability can be estimated easily
since it is a function of the component reliabilities. However,
in many other applications, the component reliabilities need to
be estimated from system failure data. Sometimes, it is not
easy or even possible to identify the components that caused
the system failure. For example, consider a series system with
3 components, where the failure of the system can be caused
by components 1, 2, or 3. When the exact cause of system
failure can be identified, for instance, the failure was caused
by component 1, then the system failure time is the failure
time of component 1 and also the suspension time for
components 2 and 3 since these two components were still
working when the system failed (in this paper, we assume that
components cannot fail at the exact same time). When the
cause can only be identified by a subset of components, for
example the failure is caused by either 1 or 2, but not by 3,
then the system failure time is the possible failure time for 1 or
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2, and it is also the suspension time for component 3. The
following table illustrates these two scenarios.
Table 1. Scenarios for Masked Failure Data
System
ID
1
2
3
4
5
6
7

Failure/Suspension
Time
10
4
12
45
5
78
100

Cause of
Failure
{1}
{2}
{1, 2}
{2, 3}
{3}
{1, 2, 3}
Suspended

There are 7 systems in Table 1. The notation {1, 2} means that
the system failure is caused by either component 1 or
component 2. The last system is suspended at time 100, which
means that 100 is the suspension time for all the components.
Table 1 shows only data with exact failure times and
suspensions. Left censored and interval failure data may also
be observed. Masked failure data also occurs for parallel
systems. Therefore, estimating the component reliability from
masked system failure data is a challenging task.
Different methods have been proposed to estimate
component reliabilities for series systems. Miyakawa [1] gave
a MLE (maximum likelihood estimation) solution for series
systems having two components with exponential distributions
(constant failure rate). User and Hodgon [2] applied
Miyakawa’s method to series systems of three components,
again assuming that each component follows an exponential
distribution. They later [3] extended their method to series
systems with n components and provided the exact MLE
solution. The methods in [1, 2, 3] work only for exponential
distribution components. To overcome this, User [4] presented
a MLE method for series systems consisting of components
with Weibull distributions. In recent years, Bayes analysis [5,
6] was integrated with the MLE method proposed in [1, 2, 3].
Although intensive study has been conducted for series
systems, little research has been done for parallel systems. Tan
[7] proposed an equivalent failure time approach for series and
parallel systems with exponential components. Sarhan and ElBassiouny [8] used MLE and Bayes analysis for parallel
systems with exact failure times. However, no research has

been found for masked data with interval failure times and
suspensions.
In this paper, we will provide a method for estimating
component reliability from masked system failure data. This
method is based on the MLE theory, and it is a general
method. It can be used for:
• Systems with components of any distributions, not only of
exponential distribution.
• Both series and parallel systems.
• Different data types including exact failure time, right
censored, left censored, and interval failure data.
The paper is organized as follows: Section 2 introduces
the background on MLE. Section 3 presents the modeling
strategy and an example for series systems. Some statistical
proprieties of the cause of failures are also discussed. Parallel
systems are analyzed in section 4.
2

BACKGROUND ON MLE

function is:
n

L = ∏ li
and the logarithm transform of the likelihood function is:
n

ln( L) = Λ = ∑ ln(li )

?

?

Figure 1. Three Types of Life Data
From Figure 1 we can see that for a failure of a product, if
its failure time t is known, it is called an exact failure. If the
exact failure time is unknown, but we know that the failure
occurred within a time interval between t1 and t2, then this
failure is called interval failure. If the system is still running at
time s when the data are collected, then s is called the
suspension time. Different likelihood functions are built for
these three different data types. The likelihood function for the
ith observation ti is:
⎧ f (ti )
if the ith observation is an exact failure
⎪
li = ⎨F(ti,U ) − F(ti,L ) if the ith observation is an interval failure (1)
⎪R(s )
if the ith observation is a suspension
⎩ i
where f (ti ) is the probability density function (pdf) for the
failure time, F (ti ) is the probability of failure or cumulative
distribution function (cdf), and R( si ) is the reliability function.
When there are n observations, the complete likelihood

(3)

i =1

In order to use MLE, a distribution has to be assumed for the
failure time, and then parameters in the distribution can be
estimated by maximizing the log-likelihood value in equation
(3). For example, assuming a Weibull distribution, the loglikelihood function for a data set with all the three data types
would be:
⎡β
Λ = ∑ ln ⎢
⎢η
i =1
⎣
ne

⎛s ⎞
−∑ ⎜ i ⎟
i =1 ⎝ η ⎠
ns

MLE is probably the most popular parameter estimation
method used in life data analysis. Since the proposed method
in this paper is based on MLE theory, we will briefly explain
how to use MLE in life data analysis.
In general, there are three types of life data: exact failure,
interval failure, and suspensions (also called right censored
data). They are illustrated in Figure 1.

(2)

i =1
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⎦

(4)

β

where β , η are the distribution parameters; ne , nI , and ns
are the numbers for exact failures, interval failures, and
suspensions, respectively in the observation. The parameters
β , η can be obtained by maximizing equation (4). Equation
(4) provides only point estimates for β , η . To get the
confidence interval of β , η , we can either calculate the
variance and covariance matrix of β , η through the Fisher
information matrix or use the likelihood ratio statistic. For
more details on MLE and confidence intervals of distribution
parameters, the readers can be referred to [9, 10].
3

METHODOLOGY AND EXAMPLE FOR SERIES
SYSTEMS

The MLE method given in section 2 can be applied to
both component and system failures. For a series system,
system failure occurs whenever a component fails. Each
component represents a competing failure mode. The system
reliability function is:
k

Rs (t ) = ∏ R j (t )

(5)

j =1

and the probability of failure is:
Fs (t ) = 1 − Rs (t )
(6)
Taking the derivative of Fs (t ) with respect to time t, the
system pdf can be obtained as:
k
k
⎛
⎞
f s ( t ) = ∑ ⎜ f j ( t )∏ R p ( t ) ⎟
(7)
j =1 ⎝
p≠ j
⎠
Using equations (5) to (7), we can estimate the system failure
distribution based on the MLE knowledge in section 2.
To estimate the component failure distributions from the
system failures, we divide the system failures into two
categories: failures with a clear cause and failures with
masked causes. The likelihood functions are established next
for these two categories.

3.1 Failures with A Clear Cause
For this type of failure, the component that caused a
system failure can be identified. If the ith failure is an exact
failure and the jth component is the cause, then the likelihood
function is:
k

li = f j (ti )∏ R p (ti )

(8)

p≠ j

function, any gradient-based optimization algorithm can be
used. If some of the components in the system are the same,
then a common distribution is needed for those components.
3.4 An Example for Series Systems
Assume that thirty identical systems are tested to failure
and that the failure information is collected in Table 2. Each
system has three components in series.

where ti is the failure time, f j (ti ) is the pdf of the jth
k is the total number of components in the series system.
If the ith observation is an interval failure and the jth
component is identified as the exact cause, then the likelihood
function is:

li = ∫

ti ,U

ti ,L

f j (t )∏ R p (t )dt

(9)

p≠ j

where ti ,U and ti , L are the upper and the lower bounds of the
interval.
3.2 Failures with Masked Causes
If the component that caused the system failure cannot be
clearly identified, then we will end up with masked failures
that are similar to the example in Table 1. Define Ci as the set
of components that is possibly causing the ith failure, and Ci
as the set containing all other components. If only one
component is in Ci , then it becomes the case where the cause
can be clearly identified, as described in section 3.1. If Ci has
all the components, then the cause of the failure is completely
masked. The likelihood function for exact failures and interval
failures with masked causes are given below.
If the ith failure is an exact failure and ti is the failure
time, then the likelihood function is:
⎡
⎤
li = ∑ ⎢ f j (ti ) ∏ R p (ti ) ⎥ × ∏ R p (ti )
⎢
⎥ p∈C
j∈Ci
p∈Ci
i
⎢⎣
⎥⎦
p≠ j
(10)
⎡
⎤
= ∑ ⎢ f j (ti )∏ R p (ti ) ⎥
j∈Ci ⎣
p≠ j
⎦
If the ith failure is an interval failure, then the likelihood
function is:
⎡ ti ,U
⎤
li = ∑ ⎢ ∫ f j (t )∏ R p (t )dt ⎥
(11)
ti ,L
j∈Ci ⎣
p≠ j
⎦

Table 2. Example Data for a Series System
System
ID

Failure
Time

Causes

System
ID

Failure
Time

Causes

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15

21
38
54
66
76
78
123
130
152
159
199
201
204
215
218

{2}
{1,2}
{3}
{3}
{1,2}
{2,3}
{3}
{1,3}
{1,2,3
{1}
{3}
{1}
{1}
{2,3}
{1,2}

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

281
295
310
338
341
354
358
431
457
545
569
677
818
946
1486

{1}
{2}
{3}
{3}
{2}
{1}
{2}
{1,2,3}
{3}
{1,2,3}
{2}
{3}
{2}
{2,3}
{1}

Solution:
Assume that each component follows a Weibull
distribution. We can use equations (8) to (11) to get the
likelihood function for each observation, depending on the
failure type and information on the causes. The results are
β1 = 1.2576, η1 = 994.3661 , β 2 = 1.1635, η2 = 908.9458 , and
β 3 = 1.1308, η3 = 840.1141 . The final likelihood value is
-228.6851. Using the estimated component distributions, we
can predict the system reliability. The observed and predicted
probabilities of the system failure (unreliability), as functions
of t, are given in Figure 2.
Predicted and Observed F(t)

1
0.9
0.8

UnReliability F(t)

component, R p (ti ) is the reliability of the pth component, and

0.7
0.6

Predicted F(t)

0.5

Observed F(t)

0.4
0.3
0.2

3.3 Likelihood Function for Suspensions

0.1
0

If the ith observation is a suspension, then it is clear that
the likelihood function is
k

li = Rs (ti ) = ∏ R p (ti )

(12)

p =1

The complete log-likelihood function can be calculated
using equation (3). The MLE solution of the parameters for
the failure time distribution of each component can be
obtained by maximizing the complete likelihood function.
Since the complete likelihood function is a continuous

0

200

400

600

800

1000

1200

1400

1600

Time

Figure 2. Plot of Unreliability F(t) vs. Time for a Series
System
The observed F(t) values in Figure 2 are calculated using
median rank.
3.5 Probability of A System Failure Caused by A Given
Component
Once the distribution of each component is obtained, we

can calculate the probability that the failure was caused by a
particular component, given that the system failed at time t.
The probability of failure caused by the jth component is:
f j ( t )∏ R p ( t )

f (t ) R j (t )
h (t )
p≠ j
(13)
= k j
= k j
⎛
⎞
⎜ f i (t )∏ R p (t ) ⎟ ∑ ( f i (t ) Ri (t ) ) ∑ hi (t )
∑
i =1
i =1 ⎝
p ≠i
⎠ i =1
where h j (t ) is the failure rate (hazard rate) for the jth
Pj =

k

component at time t. It is clear that Pj is the ratio of the
likelihood value of the failure caused by component j and the
sum of the likelihood values of the failure caused by all the
components.
Similarly, for a system failure that occurred within time
t L and tU , the probability of failure caused by the jth
component is also the likelihood ratio as:

Pj =

∫

tU

tL

4

∑⎜ ∫

For a parallel system, we define the last failed component
as the cause for a system failure. If the last failed component
can be identified, then it is a failure with a clear cause. If the
ith observation is an exact failure and the jth component is the
cause, then the likelihood function for this observation is:
li = f j (ti )∏ Fp (ti )

(18)

p≠ j

where Fp (ti ) is the probability of failure for the pth
component at the ith observation time ti .
If the ith observation is an interval failure and the jth
component is identified as the cause, then the likelihood
function is:

li = ∫

f j (t )∏ Fp (t )dt

ti ,U

ti ,L

(19)

p≠ j

where ti ,U and ti , L are the upper and the lower values of the

p≠ j

(14)

⎞
f i (t )∏ R p (t )dt ⎟
tL
i =1 ⎝
p ≠i
⎠
Clearly, equations (13) and (14) also can be used for
failures with masked causes when the subset (subsystem) with
the possible failed component is treated as a “system.” With
the calculated probabilities of equations (13) and (14), failure
analysis can be conducted first on the components that have a
high probability of causing the system failure. This saves time
and money.
k

⎛

f j (t )∏ R p (t )dt

4.1 Failures with A Clear Cause

tU

METHODOLOGY AND EXAMPLE FOR PARALLEL
SYSTEMS

Similar to series systems, we can also get the likelihood
function for a parallel system and use MLE to get the failure
distribution of each component. For a parallel system, system
failure occurs when all the components have failed. However,
the system will work as long as there is at least one working
component; therefore, the reliability function for a parallel
system with k components is:
k

k

Rs (t ) = 1 − ∏ F j (t ) = 1 − ∏ (1 − R j (t ) )
j =1

(15)

j =1

where Fj (t ) is the cdf of failure time for the jth component.

4.2 Failures with Masked Causes
Using the same notation for the set of masked causes, as
in section 3.2, the likelihood function for exact failures and
interval failures with masked causes are given below.
If the ith failure is an exact failure and ti is the failure
time, the likelihood function is:
⎡
⎤
li = ∑ ⎢ f j (ti ) ∏ Fp (ti ) ⎥ × ∏ Fp (ti )
⎢
⎥ p∈C
j∈Ci
p∈Ci
i
p≠ j
(20)
⎣⎢
⎦⎥
⎤
(ti )∏ Fp (ti ) ⎥
j∈Ci ⎣
p≠ j
⎦
If the ith failure is an interval failure, then the likelihood
function is:
⎡ ti ,U
⎤
li = ∑ ⎢ ∫ f j (t )∏ Fp (t )dt ⎥
(21)
ti ,L
j∈Ci ⎣
p≠ j
⎦
=

⎡

∑⎢f

j

4.3 Likelihood Function for Suspensions
If the ith observation is a suspension, then clearly the
likelihood function is
k

li = Rs (ti ) = 1 − ∏ (1 − R p (ti ) )

The probability of failure of the system is:
k

Fs (t ) = ∏ F j (t )

interval.

(16)

j =1

Taking the derivative of Fs (t ) with respect to t, the pdf of the
system failure time is:
k
⎛
⎞
f s (t ) = ∑ ⎜ f j (t )∏ Fp (t ) ⎟
(17)
j =1 ⎝
p≠ j
⎠
Using equations (15) to (17), we can estimate the system
failure distribution. The following sections discuss how to
estimate the component reliabilities for a parallel system.

(22)

p =1

The complete log-likelihood function can be calculated using
equation (3). The MLE solution of the parameters for the
failure time distribution of each component can be obtained by
maximizing the complete likelihood function.
4.4 An Example for Parallel Systems
Assume that fifteen systems are tested to failure and that
the failure information is collected in Table 3. Each system
has three components in parallel.

Table 3. Example Data for a Parallel System
System
ID
1
2
3
4
5
6
7
8

Failure
Time
161
232
379
159
94
133
91
231

Causes
{1}
{2}
{3}
{1, 2}
{2, 3}
{2}
{1}
{1, 2, 3}

System
ID
9
10
11
12
13
14
15

Failure
Time
246
38
61
259
231
22
39

Causes
{1, 3}
{2}
{3}
{1}
{1, 2}
{2, 3}
{1, 2, 3}

Solution:
Assume that each component follows a Weibull
distribution. We can use equations (18) and (20) to get the
likelihood function for each observation. The results are
β1 = 0.8806, η1 = 87.7259 , β 2 = 1.1168, η2 = 88.7596 , and
β 3 = 0.6263, η3 = 45.6395 . The final likelihood value is
-99.6779. Using the estimated component distribution, we can
predict the system reliability. The observed and predicted
probabilities of the system failure (unreliability), as functions
of t, are given in Figure 3.

Pj =

∫

tU

tL

f j (t )∏ Fp (t )dt
p≠ j

(23)
⎛ tU
⎞
⎜ ∫t f i (t )∏ Fp (t )dt ⎟
∑
i =1 ⎝ L
p ≠i
⎠
These calculated probabilities can help engineers make
decisions on failure analysis.
k

5

CONCLUSIONS

In this paper, a general MLE method on estimating
component reliabilities from masked system failures is
proposed. Most of the existing methods apply only to the
exponential distribution with exact failure data. The proposed
method can be used for all data types and any distributions.
Two examples are provided to show the ease of use of the
proposed method. In both examples, the predicted system
unreliabilities match the observed values very well. This
shows that the proposed method is valid. The MLE method in
this paper also can be integrated with Bayes theory to estimate
component reliabilities, if there is prior information on the
components [5, 6].
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